THONG BAO
Vv tuyén truyén nguoi dan canh giac
véi hanh vi ghép mat, gia giong dé lira dao

CONG AN HUYEN HOC MON (Pinh kém Coéng van: /CAHM-PT)

Thai gian qua trén dja ban ca nude néi chung va Thanh phd H6 Chi Minh néi
riéng xuat hién nhiéu vu hira d4o qua mang internet, st dung tri tué¢ nhan tao (Al) cét
ghép hinh anh, video lira ¢ao chiém doat tai san giy hoang mang du luan, 1am anh
huong [6n dén tinh hinh ANTT, trat tu an toan xa hoi trén dia ban Thanh phd. Trudc
day toi pham mang cha yéu lién quan viéc gia danh cac co quan tu phap nhu cong
an, Vién Kiém soat, toa an...dé lira dao, chiém doat tai san. Gan day, cac déi tuong
chuyén sang hinh thtc tim viéc 1am online tai nha, tham gia chiing khoan, mua tién
40, no tién dién thoai, con bi tai nan, chuyén dbi SIM...dién bién phtc tap, sir dung
nhitng hinh anh cit ghép, dua cac quyét dinh té tung cia cic co quan té tung Ién
mang thyuc hién hanh vi lira dao dé cé4c bi hai sg, tin, budc phai chuyén tién.

Loai toi pham nay gay rat nhiéu kho khin trong cong tac diéu tra, truy vét cua
luc lugng chirc nang vi ching khong chi ndm & trong nudc ma ching nam ngoai
lanh thd Viét Nam.

Hién nay, cac ddi tugng da st dung céng nghé Deepfake (1a céng nghé tng
dung tri tué nhan tao Al) vao muc dich lira d4o, chiém doat tai san.

Nhan dién cong nghé Deepfake: Deepfake la cum tir dugc két hop tir “deep
learning” va “fake”, 1a phuong thuc st dung tri tué nhan tao (AI) dé tao ra c4c san
pham c6ng nghé gia duéi dang &m thanh (giong néi) hinh anh (khudn mat) tham chi
Ca tao ra video dé muc dich gia giong noi, khuén mat ngu:éri quen cua bi hai trén
mang xa hoi roi twong tac, khi chiém dugc long tin, cac dbi tuong yéu cau bi hai
thuc hién cac giao dich tai chinh nhu: vay tién, chuyén tién giup con di hoc,... dé
lra d40, chiém doat tai san.

1. Phwong thuc, thi doan:

- Cac d6i tugng tim kiém, thu thap théng tin ca nhan, hinh anh, video c6
giong néi duoc dang tai cong khai trén cac nén tang mang xa hoi...roi str dung cong
nghé deepfake dé tao ra giong noi, khuén mit, video rat khd phét hién that gia dé
phuc vu cho muc dich Iira dao.

- Chung thuong thuc hién cudc goi video dé gia 1am nguoi than vay tién, gia
lam con, chau dang du hoc nudc ngodi goi dién cho ngudi than nhd chuyén tién
dong hoc phi hoic gia tao cac tinh huéng khan cap nhu nguoi than bj tai nan can
tién gap dé cap cuu.

- Piac diém chung cua cac cudc goi video lira ddo nay thuong c6 am thanh,
hinh anh khéng rd nét, tin hiéu chap chon gidng nhu trong khu vuc song di dong
hodc wifi yéu dé nan nhan khé phan biét that gia, khi nguoi nhan goi lai kiém tra
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chiing s& khéng nhan cudc goi hoic sir dung phan mém cat ghép hinh anh, giong néi
dé danh ltra.

2. Nhan dién nguyén nhan:

- Nan nhan khong thuong xuyén cap nhat tin tic tuyén truyén cia co quan
chtrc ning, khong nhan dién dung, ddy du phuong thic, thu doan cua cac ddi tuong
sir dung cdng nghé deepfake dé lira dao, chiém doat tai san;

- Ngudi dan c6 tdm Iy chu quan, khong can than xac minh qua sé dién thoai
ctia ngudi than khi nhan duoc tin nhan vay tién, chuyén khoan qua céc nén tang
mang x3 hoi ké ca khi thdy so tai khoan nhan chuyén khoan khong ding tén
nguwoi than;

3. Péi twong

- Nguoi gia, nguoi 16n tudi thuong ¢ it kién thie vé cdng nghé va khé phan
biét duoc gitra video that va video gia;

- Nguoi ¢ it kién thirc vé cong nghé, khdng cap nhat tin tic vé phuong thirc,
tha doan cua céc loai toi pham st dung mang x& hoi dé lira dao, khong quan tdm dén
cac van dé bao mat dé bi danh cip thong tin, dé bi lira dao béi deepfake;

- Nguoi dang trong tam trang tdm Iy yéu, dang gip phai cac van dé vé tam ly
nhu stress, lo lang...d& bi lra bang cac théng tin gia mao;

- Nguoi ¢6 tai san 1on, vi tri xa hoi cao, nguoi lam kinh doanh, van hoa...s€ la
d6i tuong d& bi chd y va c6 kha niang sap bay lira d4o cao.

4. Truée phwong thirc, thi doan trén, Cong an huyén Hoc Mén khuyén
céo:

- Ngudi dan canh giac khi nhan bat ky tin nhin, cudc goi video véi ndi dung
vay, muon tién qua cac tng dung mang xa hoi nhu: viber, zalo, facebook,
telegram...can xac minh, kiém tra lai théng tin bang cach goi lai s6 dién thoai di
dong caa nguoi than (khong goi qua cac tng dung mang x& hoi) dé kiém tra, doi
chiéu thdng tin.

- Han ché dang tai cac thdng tin ca nhan, hinh anh, video...ctia ban than,
nguoi nha tiy tién 18n mang xa hoi dé tranh 16, lot thong tin c4 nhan, ngudi than dé
cac loai t6i pham loi dung thong tin dé thuc hién cac hanh vi lira dao.

- Trudng hop nghi van déi tuong gia mao nguoi than, ban be, dong nghiép
trén mang x& hoi lira dao, chiém doat tai san can bao ngay cho co quan cong an x4,
thi tran noi gan nhat dé duoc hd trg, hudng dan xu ly.

TP. H6 Chi Minh 1a mot thanh phd niang dong, viéc tng dung, trién khai cong
nghé sd, sb hoa...dé phuc vu ngudi dan ngay cang tét hon 1a nhiém vu ciing nhu
thach thtc cua ca Thanh phé néi chung trong cong tac bao vé dit liéu cling nhu
phong chdng toi pham sir dung cdng nghé dé hira dao, chiém doat tai san.

Ngay nay sy bing nd cua mang internet, mdi ngudi dan déu dé dang thuc
hién cac giao dich tai chinh, dau tu,...trén mot chiéc dién thoai thong minh, day
cling 12 manh dat mau m& dé céc loai toi pham sir dung cong nghé cho muc dich lira
dao huéng téi, vi vy nguoi dan trén dia ban huyén can nang cao canh giéc, y thuc
khi str dung mang x4 hoi va cac dich vu truc tuyén khac, ting cuong cap nhat tin téc
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tuyén truyén cua cong an cac cap vé cong tac phong, chéng toi pham nhat I3 toi
pham loi dung mang internet dé lira dao, chiém doat tai san dé ty bao vé minh va
ngudi than trén mang. Chap hanh nghiém cac quy dinh cia Pang, Nha nudc trong
viéc str dung mang internet trong cong viéc cling nhu trong cudc song dé gop phan
xay dung huyén Hoc M6n ngay cang van minh, sang tao ximg dang la huyén Hoc
M6n cua tri thirc va sy phat trién./.
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